HNuadbopManinoHHasa NaMATKA AJIA 00yJaIOIUXCH

C KaxxabIM T'OJIOM MOJIOAEKHU B HNHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIBHUKHW OJHU 13
CaMbIX aKTUBHBIX I10JIb30BaTe el PyHeTa. Mexc,zly TE€M, IOMHMO OTPOMHOTI'O KOJINYECTBa
BOBMO}I(HOCTeI;JI, HHTEPHET HECET U HpO6J’I€MbI. dTa mamsaTKa AOJI2KHAa ITOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KoMnblOTEDHBIE BUPYCHI

KoMmmplOTepHBI BUPYC — 93TO Pa3HOBUHOCTh KOMIIBIOTEDHBIX IPOTPAMM,
OTJIMYUTEILHOU OCOOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJTHEHWE K 3TOMY, BHUPYChI MOTYT IOBPEIUTH WJIHM IOJHOCTHIO YHUYTOXKUTH BCE
daitiel ¥ AaHHBIE, MOAKOHTPOJIBHBIE II0JH30BATEN0, OT HMMEHU KOTOpPOro ObLia
3alyllleHa 3apaKéHHas IpOrpaMMa, a TaKKe IOBPEUTh WU JJa’Ke YHUUYTOXKUTH
OIIEpAlIIOHHYI0 CHUCTEMY CO BceMHU (aiyaMu B I[eJIOM. B OGOJBIIMHCTBE CiIydaeB
PacCIpOCTPAHSIOTCA BUPYCHI Yepe3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX ITPOTrPAMM:

1. Mcnionp3yil cOBpeMEHHBIE OllepalliOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBauBail mavT (IuU@pPOBBIE 3aIUIATKU, KOTOPhIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C IIEJIBI0 JIOPAaOTKH MPOrpaMMbl) M Jpyrue OOHOBJIEHUS CBOEU
omepanmuoHHOU cucteMbl. CkaumBall WX TOJIBKO C O(PUIIMAIBLHOTO calTa pa3paboTumka
OC. Ecu cymiecTByeT peXUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJTFOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE 10 ITpaBaMU II0JIb30BAaTE/IA, 4 HE a/IMUHHUCTPpaTOpAa.
9TO He MO3BOJIUT 6OJIBIJ_II/IHCTBy BPpE€AOHOCHBIX IIPOIrpaMM HHCTAJIJINPOBATHCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDPE;

4. Mlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOJIYKTHI M3BECTHBIX IIPOU3BOJIUTEIIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3UIECKUH I0CTYyN K KOMIIBIOTEPY /1J11 HOCTOPOHHUX JIUIL;

6. Vcniosip3yii BHeNIHKE HOCUTeIU NHOpMAaLNY, Takue Kak (ienka, JUCcK win daii us
WHTEPHETA, TOJbKO U3 PO epeHHBIX NCTOYHUKOB;

7. He oTkpbIBall KOMObIOTEpHBIE (alIbI, OJIyYeHHbIE U3 HEHAJEKHBIX NCTOUHUKOB.
Haxe Te (aiyibl, KOTOpPbIE MPUCIAT TBOU 3HAKOMBIH. JIyullle yTOUHU Yy HETO, OTIIPABJIAI
JIY OH Tele uX.

Cetu WI-FI

Wi-Fi - 9To He Bu/i lepefauu JAaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OpeH/1, Mapka. Eiie
B 1991 Trofy HUJepJaHicKasd KoMIaHus 3apeructpupoBasia 6penz; « WECA», drto
oboszHauaso cimoBocodyeranue «Wireless Fidelity», koropsrii mnepeBomuTcs Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hamiero BpeMeHM /iolIa Jipyrass abOpeBuaTypa, KOTOpas SBJSETCA TaKOM ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JaHO ¢ HAMEKOM Ha
CTaH/IAapT BbICIINK 3BYKOBOH TexHUKU Hi-Fi, yTo B mepeBose O3HAyYaeT «BBICOKAS
TOYHOCTb».



Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrWMe 3KCOepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi cetu He sBIsIoTCA 6€30IMaCHBIMH.

CoBeTbl 110 6e30IaCHOCTH PaboTe B 00mea0CcTyIIHbIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JMUHYH HWHMoOpManuio depe3 obmenoctymable Wi-Fi ceTtu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPYca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnbpzoBanmu Wi-Fi otrimoun ¢yskiuio «O6muil goctyn k daiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphlTa 1[I0 YMOJIYAHUIO, OJHAKO HEKOTOphIe
MIOJIb30BATEIN AKTUBUPYIOT €€ JIJIA y/100CTBA UCIIOIb30BaHUSA B paboTe wiu yuebe;

4. He ucnonp3yit mybsmmunsiin WI-FI 11 mepemaun JTUYIHBIX JAHHBIX, HAIIPUMeEp JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO [IOUTY;

5. WUnonwp3yil Tospko 3amuiieHHoe coequHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aapeca BBOAU UMeHHO «https://»;

6. B wmoO6wipHOM TestedoHe OTKIIOUN GyHKOu «Ilogkmouenme K  Wi-Fi
aBTOMaTHuYecKu». He moIyckail aBTOMaTH4YeCKOr0 MOAKIIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

CoiasibHBIE CETU

CormuasnibHbIE CETH AKTUBHO BXOZAT B HAIILY 3KU3Hb, MHOTHE JIFOAY Pa0OTAIOT U JKUBYT TaM
IMOCTOSIHHO, a B Facebook yske 3aperucrpupoBaH MUJLIHAD]T YEJIOBEK, YTO SIBJISETCS
OJIHOH CeIbMOM BCEX KHUTeJIeH ITaHeThbl. MHOrme II0J1hb30BaTeIM HE MOHMMAIOT, YTO
nHopManus, pa3MellleHHAass UMU B COIIUAIBHBIX CETAX, MOXKET ObITh HalJieHa u
HCIIOJIb30BaHAa KEM YTOJHO, B TOM YHcJyIe He 00s13aTeIbHO ¢ 0J1aruMu HaMepPeHUsIMU.

OCHOBHBIE COBETHI 10 OE30IACHOCTH B COIMATIbHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBowo YacTHyIo Ku3Hb. He ykaspiBail maposu, TenedoHsI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JAYHYI0 WHQOpPMANUo. 3JIOyMBINIJIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUI0 O TOM, KaK Thl M TBOU POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulo - IEPKHU €€ B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATEN BUEJIN, UTO ThHI 3arpykaenib? [logymaii, mpexe yem
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecoix ThI TOBOPHUIIIB C JIFOABMU, KOTOPBIX He 3HAEIb, HE HCII0JIb3YU CBOE PeaJIbHOE UM
U IPYTYIO JINUHYI0 H(OPMAIIUU: UMs, MECTO KUTEJIHCTBA, MECTO yueObl U IIpoYee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie T N300pa*keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeINTh TBOE MECTOIOJIOKEHUE;

6. ITpu perucrpanuu B COIUATLHOU CETH HEOOXOAUMO UCIOJIH30BaTh CJIOKHbBIE ITAPOJIH,
cocrosye u3 OykB U udp U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CeTH, TOYTHI U JIPYTUX CAUTOB HEOOXOJIMMO HCIIOJIb30BaTh Pa3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBINIJIEHHUKH MIOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJ'IGKT[)OHHBIG JCHBT'H

ONIeKTPOHHbIE IEHbI'H — 3TO OUYEeHb YAOOHBIN CIoCcOo0 IIaTekel, OTHAKO CyIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U UMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHU GYHKITMOHUPYIOT U O HUX Y3Ke IIPOIMCAHO B 3aKOHE, I7le UX Pa3/IeIsaioT
Ha HECKOJIBKO BH0OB - aHOHUMHBIE U He aHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE -
9TO Te, B KOTOPBIX pas3pelaercs IPOBOAUTH OIEepanuu 06e3 uAeHTH(PUKAIINT
[MOJIb30BATENA, a B HEAHOHUMHBIX HUAEHTU(GUKAIIUNA II0JIb30BATENA  SBJISAETCS
00s13aTeIbHOM.

Takske ciiezyeT pa3janyarh JIEKTPOHHBIE (puaTHbBIE JeHbrH (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(HUATHBIE JIEHbI'H (He PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpruBsA3aHHbBIN TesieOH TOMOMKET, eCJIu 3a0yZellb CBOM
IUIATEXKHBIN TIapOJIb UJIU 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Vcrionb3yii omHOpa3oBble mapostu. [locse nepexoia Ha yCUJIEHHYIO aBTOPU3AIIHIO Tehe
yKe He Oy/IeT yrposkaTh OIIaCHOCTh KPayKHU WJIH IepexBaTa IJIaTesKHOTO IapOoJis;

3. Beibepu ciioxkHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YrafaTh CJIOKHBIHN
naposib. HaziesxHbple maposii — 3TO MapoJiv, KOTOpble COZiep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE U IPONUCHbBIE OYKBBI, (Pl U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK JloJiapa, pyHTa, BOCKIUIATeIbHbIN 3HaK U T.II. Hanmpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.

JJIEeKTPOHHAA mouTa

DJIeKTPOHHAS ITOYTA — JTO TEXHOJIOTUS U IIPEJOCTABIIsIEMbIE €10 YCIYTH 0 IEPECHUIKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE PacHpefesisioTCs B KOMITBIOTEPHOMN
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJEAYIOIUM 00pa3oM:
HUMs_T0JIb30BaTeNA@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul POCTOr0 TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OcCHOBHBIE COBETHI 110 He301acHO paboTe ¢ 5JIEKTPOHHOM MOYTOMU:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX ITOUYTOBBIX CEPBHCOB, OJHAKO JIyUIlle JOBEPATH TEM, KOTO 3HAelllb, U KTO
TIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIMYHOU mouTe JINIHYIO wHpopMaruw. Hanpumep, jrydine BbIOpaTh
«MY3BIKaJIbHBIA_(DaHAT@ » WJIN «POK2013» BMeCcTO «TeMal3»;

3. HMcnonb3y# ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOT[a IOMHMO HapOoJIsi HY?KHO BBOJHUTD
KO/JI, IpUChLIaeMbIH 110 SMS;



4. Bpibepu cJIOKHBIN maposib. I KaXkIOro IOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJle>KHBIN, YyCTOMUUBBIA K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HAJI0 UCIOIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpBIBali hatiyIbl ¥ IPYTHE BJIOKEHUS B IUChMAaX JIaYKe €CJTM OHU ITPUIILTH OT TBOUX
npy3ei. Jlydiile yTOUHH y HUX, OTIIPABJISIIA JIK OHU TebOe 3TU aiiibl;

8. [Tocsie okoHUAHUS PAOOTHI HA IIOYTOBOM CEPBUCE MTEPE] 3aKPBITHEM BKJIAJIKHU C CAUTOM
He 3a0y/1b HAXKaTh HA « BBIATH».

KubepOv/UIMHT WK BUPTYAJILHOE U31eBATEILCTBO

KubepOystmHr — 1mpeciieioBaHHE COOOIIEHUSIMHU, COJIEPIKAIMUMU  OCKOPOJIEHUs,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOWUKOTHPOBAHUE C IIOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OCHOBHEIE COBETHI 110 O0pLOE ¢ KNOEPOVILJIMHTOM:

1. He 6pocaiicst B 60#. JIy4muii crioco0: mocoBeTOBaThCA Kak ce0sI BECTH U, €CJTU HET TOTO,
K KOMYy MOXKHO OOpaTUTBhCS, TO BHAaYajle YCIOKOUTHCA. ECM ThI HAYHEIIb OTBEYaTh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO ellle OOJIbIINe Pa30KIKeTb KOHDIINKT;

2. YrpasJail cBoell kubeppelyTaiuei;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTr XyMTaHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEUCTBUSA U COXpAHAET UX. YJAIUTD UX OyZieT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutroait cBOY BUPTYaTbHYIO YECTH CMOJIOZY;

6. Irnopupyii eTuHUYHBIN HeraTuB. OZJHOPa30BbIe OCKOPOUTETbHBIE COOOIIIEHUS JIyUIIle
urHopupoBaTb. OOBIYHO arpeccus MpeKpaIIaeTcs Ha HaYaJIbHOHU CTaInu;

7. Ban arpeccopa. B mporpammax oOMeHa MI'HOBEHHBIMH COOOIEHUSAMH, B COITHATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKHUPOBKHU OTIIPABKU COOOIIEHUH C OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeMCTBUS OILIEHUBAIOTCS HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJIOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MoOUIBbHBIN TeJiedhoH

CoBpemeHHble cMapT¢GOHBI U IUIAHINETHI COJIEp:KaT B cebe BIIOJIHE B3POCJIBIA
(byHKIIMOHAJI, U TeIEPh OHU MOTYT KOHKYPHPOBATh CO CTAIITHOHAPHBIMH KOMITbIOTEPAMH.
OnmHako, CpeACTB 3aIUTHI JIJIA IMOIO0HBIX YCTPOUCTB MOKAa OUeHb Majio. TecTupoBaHue 1
TIOUCK YSI3BUMOCTEN B HUX ITPOUCXO/IUT HE TaK MHTEHCUBHO, Kak i [IK, To xe camoe
KacaeTcs U MOOWJIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIe MOOMJIBHBIE Opay3ephI y:Ke MPaKTUUECKH JOTHAIN HACTOJIbHbIE aHAJIOTH,
O/THAKO paciupenre GyHKIIMOHAIA BJIEUYET 32 COOOU OOJIBIIYIO CJI0KHOCTh U MEHBIIIYIO
3aIHUIIEHHOCTD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI Ji/Id 6€30I1aCHOCTH MOOUIBHOIO TestedoHa:

1. Huuero He sBjIsieTCA MO-HACTOAIIEMY OecIIaTHBIM. By/ib 0CTOpOXK€eH, BeZlb Koria Tebe
MpeajiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
yCIIyruy;

2. Jlyma#i, mpexie uem otupaButh SMS, ¢poTo wiu Buzeo. Thl TOUHO 3HAEID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo11M0 0OHOBJIATH ONlEpAallIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vlcnob3yii aHTUBUPYCHBIE IPOTPaMMBI /IJIs1 MOOMJIBHBIX TeIe(pOHOB;

5. He 3arpy»xail npuioKeHUsl OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZIEPIKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOrO Kak ThI BBIMJEIIH C CATa, I/le BBOAWI JIMYHYI0 UHGPOPMAaLIo, 3alU B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuoguuecku NpoBepsAl Kakue IJIaTHbIE YCIIyTH aKTUBUPOBAHbI HA TBOEM HOMeDe;

8. JlaBaii cBOM HOMeEp MOOMJILHOTO Tejie)OHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIh U
KOMY JIOBEPSIEIIID;

9. Bluetooth gomxeH OBITH BBIKJIIOYEH, KOTJa Thl UM He IOJb3yelrbcs. He 3abbiBaii
WHOT/Ia ITPOBEPSATH 3TO.

On-line urpst

CoBpeMeHHble OHJIAWH-UTPBI — 3TO KpPAaCOUYHble, 3aXBaThIBAIOI[UE pa3BJleueHUs,
00beIMHAIONINE COTHH THICSTY YeJIOBEK 110 BceMy MUPY. VITpOKH MCCIeAyIoT JaHHBIA UM
MHp, OOWIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 33J]aHUs, CPA’KAIOTCA C MOHCTPaAaMH U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT [AUCK, OIIAYUBAIOT
ab0OHEMEHT WU IPUOOPEeTAIOT KaKUe-TO OMIIU Y.

Bce aTtu cpezcrBa uAyT Ha NOAJep:KaHME U pa3BUTUE UIPHI, a TaKXKe Ha camy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AI[UH, BBIITYCKAIOTCA HOBBIE MTATUYHN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPpHUKOB, CKOJIBKO KpPaXXu
TBOETO I1ap0JId, Ha KOTOPOM OCHOBaHA CHUCTE€Mad aBTOPpHU3allNU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH TBOEI'O UTPOBOT0 AKKAYHTA:

1. Ectu ipyroii urpok BezieT ce0s MJI0X0 WM CO3/1aeT Tebe HeIPUATHOCTH, 3a0JI0KUpYU
€ro B CIIMCKE UTPOKOB;

2. HO)KMYﬁCH AAMHUHHUCTPpATOPAM HWIPDblI Ha IIJIOXO0€ IIOBE€JE€HHE JTOIr'O MUIPOKa,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKHe-TO JOKa3aTE/IbCTBAa B BUJI€ CKPHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi HeopuImabHble IATYH U MOJIBI;

6. Mcrosib3yli C103KHbBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpHI HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI Urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX KpaXKa JIUYHBIX JAHHBIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO He YAUBHUIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUM 3JIOYMBINIEHHUKH ITEPEMECTHJINCH B UHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCsI «JTIOOUMBIM» JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA VTN (DUIIMHT, TJIaBHAs 1€JTh
KOTOPOTO COCTOUT B TIOJyYeHWH KOHOUAEHIMAJIbHBIX JAHHBIX II0JIb30BATEJIEH —
JIOTUHOB | naposieii. Ha anriuiickom si3eike phishing unraercsa kak ¢gpummnr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OCHOBHEIE COBETHI 110 O0pLOE ¢ (DUIITUHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThlI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEe;

2. Mcmosip3yii 6e301acHble BeO-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3nHOB U MIOUCKOBBIX
CHUCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JI0MAIOT, TO
3JIOYMBINIVIEHHUKY MOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B3s10MAasu, TO HEOOXOAUMO MIPEAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOSA B IPY3bAX, O TOM, UTO Te€OS B3JIOMAJIA U, BO3MOXKHO, OT TBOETO UMEHU
OyzieT pacchLIaThCs CIIaM U CChUJIKU HA (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIN TeedOoH;
6. OTKJIIOYU cOXpaHeHHe ImapoJis B Opaysepe;

7. He oTKpBIBail (paiiyiel U Apyrue BIOKEHU B TUChbMAaX JIaXke eCIU OHU IIPUIILIN OT TBOUX
npy3ei. Jlydiile yTOUHH y HUX, OTIIPABJISIIIA JIM OHU Tebe 3TU Qaiiibl.

HI/IQD poBad pernyrannud

[MudpoBas pemyTanusa — 3TO HeraTUBHAA WU MO3UTHUBHAA UHQoOpMaIs B ceTH o Tele.
Komnpomerupyomniasga uHadopmanus pasMellleHHas B HHTEpPHETe MOKET CePhe3HbIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popMupyeTcs u3 nHGOpManuu o Tebe B HHTEPHETE.

TBOe MecTO KUTeIbCTBA, yueObl, TBOe GUHAHCOBOE M10JI03KeHNe, 0COOEHHOCTH XapaKTepa
U pacckasbl 0 OJIU3KHUX - BCe 3TO HAKAIJINBAETCA B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VHTepHeTe, He TOHUMAs BO3MOKHBIX TTOCJIEZICTBUM. ThI Tajke HE CMOXKEIIb I0TalaThCs
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajla IPUUYUHON 0TKa3a MPUHATH
TebOs1 Ha paboTy.

KommenTapuu, pasmemieHne TBoux ¢ororpaduili u Jpyrue JeWCTBUS MOTYT HeE
HCYE3HYTh JIaXKe IOCJIe TOTO, KaK Thl UX YAAIUIIb. Thl HE 3Haellb, KTO COXPAHWI 3Ty
nHdOpManuio, momnasa Ju OHa B IOUCKOBBIE CUCTEMBI M COXPAHUJIACH JIU OHA, a TJIaBHOE:
YTO MOAYMAIOT O Tebe OKpy:Kalolllee JIIOJIN, KOTOpble HAWAyT U YBUAAT 3T0. Haiitu
MHGOPMAIINIO0 MHOTO JIET CILYCTSI CMOKeT JII000H - Kak U3 J0OPBIX NOOYKeHUH, TaK U ¢
HaMepeHUeM NIPUYNHUTH BpeJl. ITO MOXKeT ObITh KTO YTOJTHO.

OCHOBHEIE COBETHI 110 3aIUTe IIUMOPOBON PEOYTAIINH:

1. [Tomymaii, mpekze 4eM 4TO-TO IIyOJIMKOBATh U IepefaBaTh y cedsa B Osiore wid B
COILIAJILHOM CETH;

2. B HacTpolikax npodusig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro NpOoduiIsa U ero
COJIEPKUMOTO, CZleJIall €T0 TOJIBKO «JJIS Ipy3ei»;

3. He pa3memaii 1 He yKka3bsIBali HHGOPMAIHUIO, KOTOPAs MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE paBo

CoBpeMeHHbIE IIKOJIBHUKU- AaKTHUBHBIE II0JIB30BATEMU I[U(GPOBOTO IPOCTPAHCTBA.
OJ1HaKO JTaJIeKO He Bce 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOXKHOCTAMHU IU(GPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPaB HA NHTEJUIEKTYIbHYI0 COOCTBEHHOCTb.

TepMUH «HUHTEJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX HM300pETEHWI UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA MPOAYKTHI W YCJIYTH, W 3aKaHUWBasg KHUTamMu, (oTorpadusamu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHHUSA
HayKU, JIUTEPATypPhl U MCKycCTBa. ABTOPCKHME IIpaBa BHICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIJIEKTYaIbHBIN/ TBOPUECKUH TPY/, aBTOpa He Oy/eT HAlPACHBIM, AACT eMY
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa Pe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HuKkTo 6e3 paspeleHus aBTOPa HE MOKET BOCIIPOU3BOAUTD
€ro TMPpOU3BeJeHNe, PaCIpPOCTPAHATh, IIyOJIUYHO JIEMOHCTPUPOBATH, IIPOJIaBaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO UCIIOJHATH, ITOKA3bIBATh/UCIIOTHATh B
adupe wim pa3MmeiaTts B HTepHeTe.

Hcnonb30BaHue «IIHPATCKOTO» IPOTPAMMHOIO OOecIleueHusI MOXKeT IIPUBECTH K
MHOTHM pHCKaM: OT IIOTEPH JIAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOUCTBA, TJle YCTAHOBJIEHHBIN He JierajibHas mporpaMmma. He cTout Taxske 3a0bIBaTh,
YTO CYIIeCTBYET JIeTaIbHbIE U OecIIaTHbIE TPOrPAaMMbI, KOTOPbIE MOXKHO HANTHU B CETH.

O nopTase

CereBUUOK.p — TBOM IJIaBHBIU COBETUMK B CETU. 37€eCh Thl MOKeIlb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CUTYallil OOPAaTUTHCA 32 COBETOM. A TaKKe IPUHATH yUacThe B KOHKypcax
U CTaTh CAaMbIM ITU(PPOBBIM I'PAKIAAHUHOM!



